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Frank Karlitschek

Born in Reutlingen, Germany

Studied Computer Science in Tubingen

Unit Manager and VP Engineering in different Internet companies

- Founded several startups

- Involved in open source and social networks for 20 years

- Developed openDesktop.org and a distributed social networking APl 15
years ago

- W3C invited expert

- Fellow at Open Forum Europe

- Founded ownCloud

- Founded Nextcloud
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Agenada

* The challenges of Cloud Security
 Nextcloud Overview

e Use-cases

 The ownCloud to Nextcloud fork
* [he Nextcloud Company

e Questions
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2017 State of the Cloud Report: Security
Concerns Come Out on Top

Interop ITX Research
https://www.datapipe.com/blog/201//01/23/201 /-state-of-the-cloud-report-security-
concerns-come-out-on-top/



https://www.datapipe.com/blog/2017/01/23/2017-state-of-the-cloud-report-security-concerns-come-out-on-top/
https://www.datapipe.com/blog/2017/01/23/2017-state-of-the-cloud-report-security-concerns-come-out-on-top/

Nextcloud

Security, Vendor Lock-In Top Public Cloud
concerns

Stratoscale 0/7/2017
(https://awsinsider.net/articles/201//0//28/stratoscale-public-cloud-concerns.aspx)



https://awsinsider.net/articles/2017/07/28/stratoscale-public-cloud-concerns.aspx

What are your three most important

o

63%

security/compliance

L
24%

Compatibility with current
clata center infrastructure

Eﬂ;ﬂ':-
Whether my storage
infrastructure can support it

public cloud concerns?

44%

Metworking/latency

ISSLIES

33%0
Ability to migrate worklocads
E=tween in-housa, cloud

S
23%

Compatibility of workloads
and cloud infrastructure

Computing resources have
encugh scalability, elasticity

R 4
25%

Cloud vendor's
reputation

1

6%

ther
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“uropean datacenter is no solution, recent developments show
Cloud Act

https://nextcloud.com/blog/european-datacenter-is-no-solution/
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s there a way to combine the benefits of
Cloud Software anad On-Prem Software?



[lextcloud

+ Same User-Experience and features as Office 365 and Google Suite
+ Hosted wherever wanteo

» Compliant
+ No foreign laws involved

+ 100% open source and free software
+ No vendor lock-in

+ Optional support subscription available
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What is Nextcloud?
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Enterprise File Sync and Share

WebDAV
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Shared with others

Shared by link
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Tags
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Collaboration Prototype

Aclivities Comments 5Sharing Versions

O dave

| think it looks freaking awesome! But
should it be ’::Iacl-: or white?

Post

. nienke

Just took pictures of this new prototype. |
think the logo should be a bit bigger but it
looks awesome otherwise ;-)

4 minutes ago




m Gallery =

% hamburg sides

Bjorn Schielsle

Frank Karlitschek

2oo0rtvliet

& Call
& Fmail

Chat

Share

#oi ¥ e W sdi B M
s (8 TREL AN o k‘,j et
y ooy .-;_-._.,.,.,_ —
. L ;;, ”




m Collabora Oniine «

= Fle  Edit  View  Inset  Format  Tables Help

-lE:I.; ' (:) ‘:) — Default Styie 'j Karia v | 17 -

I
v
N~
=
e

IS
1
Il
il
il
1
17
]
1]
e

Collabora Pr::rduc:tiuityl

) _. -;:.':1' - S | - 0 john
Collabora Online =4 2 BB o 7T

—
Insert 'v 2.1°

Good to add the version nu

YOU editing...

Collabora Online: the enterprise-ready @
LibreOffice-based Online Office Suite that B Thu Apr 27 2017
allows you to stay in contrel-of your-own Can we add the version number h
documents. full control of your office files) nof
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Libre Office, Collabora Office, has now brought
LibreOffice to the Cloud with Collabora Online.

Great idea! Let's check the rest of
document too, and let's add a link:
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i v &S Thu Apr 27 2017
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i= Server setfings

550 & SAML authentication i
s Sharing

Make sure to configure an administrative user that can access the instance via 550. Logging-in with your regular Nextcloud account won't be possible anymore.
B Security

General
#  Theming
Attribute to map the UID to.
& Encryption Only allow authentication if an account is existent on some other backend. (e.g. LDAP)

Use SAML auth for the Nextcloud desktop clients (requires user re-authentication)

W Workflow _ |
Service Provider Data

& 550 & SAML authentication If your Service Provider should use certificates you can optionally specify them here.
A ldentity Provider Data
= Logging

Configure your |dP settings here.

Additional settings :
o 3 & identifier of the IdP entity (must be a URI)

F

1 Tips &tricks URL Target of the IdP where the SP will send the Authentication Request Message

Attribute mapping

If you want to optionally map SAML attributes to the user you can configure these here, 5h

Security SE‘ttiﬂgS

For increased security we recommend enabling the following settings if supported by your environment. 5!

Download metadata XML
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All apps

Authentication & authorization
Customization

Files

Integration

Monitoring

Multimedia

Office & text

Organization

Social & communication

Tools

Rating (recent)  Latest ¥ Alphabetical

Direct Menu

Provide easy access to all apps in the header.

reprbckown,
Mg ZEas
------- s | Markdowin: Syntax
. 1 4 ;
! LBl ks |
b QNI T
- L LELLE] LRI e RTINS 41
|5} Jeaimb ]
. : L fix] it
o Sri] Bl erkoyiane 1
S[F -]
36104 ] 1 EHROTIE)
1 :-:r- I
l ] L l:[ilr.
| e
|LRLEE
[LFEL
I TEmakia |
k [{FTHI+EIR]]
Climdesiark
bda dmimsnr | gippll mrl i el
i W]
fore] spregectiamesc e frgras

Search all apps Q

Login  Register

Featured

: L Yew dnege Ioimm Saig

Draw.io

Draw.io intergration app

e L * This i 4 sbawed screanstotod a decimen: ¥
o -r.:__ Sy L T i e Mheabaiil, 49 goucaindeebid 24

el . " e anad K 12 shared, This way, and
F il wrth ancragh Beyrecaid, Phis shared oo

sl e shamie 45 B Pesu B wihier g’ e
eesrchieg pomaihing or Mestort,



oo

Key Features



oQo

Nextcloud

Data Access Engine

Nextcloud as central access point for all enterprise data

 SMB/CIFS

» Sharepoint {&)

e S3 Nextcloud

o Swift

. FTP // \\
* Dropbox

» Google Drive C OO oo
e Local — = = =
e WebDAV 0 SQY¥—FF S~ —

e Nextcloud

Mount by: user, group, global
Authentication: per user, global, cached
Central auditing, access control, authentication, clients
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Groupware

e Calendar
 Contacts
e Email

» CalDAV [/ CardDAV
* Qutlook plugin
* Thunderbird plugin



@ Calendar ~

W33 Sun 9/11 Mon 9/12 Tue 913 Wed 5/14 Thu 9/15 T 9/16
£ Week 38 of 2016 o _
loay Nextcloud conf
ell-cay
Day Week Month Today
Jam
7:30am - 10302
+ New Calencar 7:30am - 10:30am
Ram Travel to Nextcloud conf
® Nexicloud <y ene
dam
® Cocors «2 Shared  wwe
1Cam
® Private 2 Shared  eee -
® University <% "  12om
@ Band 2 Shared  ese 1pm
2pm
+  New Subscription S
= 4pirm
Facebook g eee P
5pm

3erliner Philharmoniker = e

6:00pm - 8:00pm
Join mysterious proguct
presentation

lewish holidays e T

{F Settings




+ New message

All inboxes

Inbox

Favorites

Drafts

Sent

Archives

Junk

Spam

Trash

Archiv

Bestellungen

Bestellungen_Business

Check messages

9 Jan-Christoph Bar... 20 minutes
When | Say I'm Working Fro...

5 days ago
Re: Some buildout helpers

5 days ago

Some buildout helpers

noch ne idee?

Jos Poortviiet 6 days ago

Re: Mail app status blog

‘ 5 days ago

Jos Poortvliet b days ago

Re: Mail app status blog

11 days ago

Verschieben von sync...

LY 17 days ago

Re: Wochenende

18 days ago

Vhen | Say I'm Working From Home

Steffen Lindner

lan-Christoph Borchardt t

Hey,

you need to see it in motion:

http://tinyurl.com/hGay8wr

Greets,

Jan

LIVE FROM THE OFFICE

__.I'I—-
-

'_r-,m o

-
— -

----'



Add files to emall

Free Edition

With this dialog you can upload (large) files to your secure Nextcloud server,

o O Ut‘ O O k p ‘ U g| n which may otherwise be to |large for a mail-attachment.

» Thunderbird plugin

examplel.pdf X

{ ) example2.html X

+ Calendar / Contacts B i y

+ Attachment handling W, Mgty :
Set password Set expiration date

Upload files
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Nextcloud
~ederation
.~ & . % g
e Server 2 Server sharing < . \\ p - \@/
» Folder / Files TS AN
» Behaves as one service -
» Open Collaboration Services Standard / Open 8 ¥
Cloud Mesh L - |
* [rusted servers f v § g
« Autocompletion with Lookup Server (&) N
* Access control via File Firewall - S -~
L a
© VA .
. ¢



Global Scale

Scalability without limits
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Global Scale

000

» Scalability > 500k users e =
! [lextcloud A

» Global distribution
» Cost efficiency

* |[ndependent nodes

* Federated sharing between nodes
* Lookup Server

o Global Site Selector

e Balancer

* |[n production for 20M users
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Nextcloud end-to-end encryption

E n d 2 E n d E n C I'y pt | O n Create and sync igentity

o Cherlt gererales s rew x.500 cerl Tezle

recuesl and prvsle ke,

B Corlificale gols signzd by server P 1

 Most requested feature o iy smeiensenes | B R
* Final in Nextcloud 13 o —E
° S J p pOrted I n e © Cliert enurypls privale sey with 12 werd EA

° IOS mner-onic and Jploads it o she server, jnu

O nemoncis disp eved 1o Lsers ard they ?

. are asked 1o store it — 2] -
[ A d O d e B 2, +— Mnemonic —
n r I @ Mnemoncis stered in keychain of device e ? D c@
* Mac
* Windows =
¢ I_i r UX Sl

» Enterprise grade key management O o by t10

MEw Calices

. B Prvats key 2als decrypted with the 12
‘ OptIOna‘ Key quOvery w10l renermsmis fronme the use E

B MNew devices Cedk i privale key belongs
to certificate.

Cortificate Private <ey  bnamonic

-
.

@ [rvatz key a~d mnzmonic ara stored in
the kevikein of the dovice
ek

- L= -
[

kevehzin
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Nextcloud Talk

* Audio / Video calling
* Chat
o Screensharing / Presentations

e \Webinar use-case
e Phone use-case

Web-UI

Android App

0SS App

Federated Calls with OCM AP|

* Optional high scalability backend
e Signaling Server

 STUN, TURN, MCU

* S|P Bridge
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é’, Frank Karlitschek

0 van 5ein Santiago

| have renamed t...

h

Discuss Mextclou...

Press informatio...

Mario Danic

Mina Cercy

Sales Weekly call

Mathias Conradt,...

L
i3
[ 5]
L1

Collabora plans

Company Call

You

Lomaz

F-Droid

Lukas Reschke

T T

YT

LL L]

T T

11

YT

LL L]

T T

T T

YT

LL L

YT

T T

YT

LL L]

T T

i—-Patrick Walther

Mathias Conradt

Discuss Nextcloud Talk

Leave call

|| Share link

I:l

& Chat & Participants

@ los Poortvliet 9 minutes ago

Hiteam, I'd like to go over Mextcloud Talk features today.

9 Mathias Conraat 4 minutes ago

Ok

e By i T T
e jos Poortviiet

NEW Messdge



e MNextcloud Talk | frank 21:30

mario wants to talk with you

mario
27 sec. ago

Jos
5 days ago

mathias, mario, i..., bjorn, niels, Jos
December 12, 2017

Test room
December 11, 2017

- 2

Contacts settings




B Al files +
{B Recent []
W Favorites
«, Shared with you Welcomet1
This ks just
Tha pa=cha
«, Shared with others
S T |
This ks just
The packa
& Shared by link
W Tags

Ndme =

foobar

welcol

W Deleted files

'I:I' Settings

Linverified Private conversation started,

Hi 5

e

Hello Klaus ==

o bl

Awesome

{} raumsuche (1).mp4

Looks good to me =
2037 P o

of Call terminated: hung up.

£V Marcel

W Are you online?

vioditied

a month ago Wy Are you onling?
o Tobia

4 months ago

& mont e

¥ Settings
Mute
Hide offline contacts
A Add contact
T Online help
A& Join chat

About

.9' COnline
-
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Choose person ...

g

&

S

P S S P

g

Discuss Mextclou...

Press informatio...

rMario Danic

Mina Cercy

Sales Weeldly call

Mathias Conradt,...

Sales

Collabora plans

Company Call

Frank Karlitschek

Ivan 5ein Santiago

| have renamed t...

Yau

tomaz

F-Droid

H Lukas Reschke

-
Hiteam, I'd like to go over Mextcloud Talk features today.

Ol

los Poortvliet

e Mathias Conradt

Find notes here: https.//cloud.nextcloud.com/apps/files/?dir=/shared&fileid=48728

-

Wl Guest

| have joined too

0 Mathias Conradt

Great

@ vanessa Steeg

Cool!

W@ Guest

| am Caspar.

e las Poortvliet

| have to join by phone...

e los Poortvliet

Mew message...

19 minutes dgo

4 minutes ago

12 minutes ago

12 minutes ago

12 minutes ago

12 mihutes ago

3 minutes aga

Discuss MNextcloud Talk

Join call

¥ Share link @- Set password —=

& Participants

Add participant

e jDS PDDI‘T"U'“Et L MYoCeracor)
= |
w Mathias Conradt

Vanessa Steeg

L4 ik
Wy Guest

@ Patrick Walther wee
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Document

Open
Open With

Move to Trash
0> Share with Nextcloud

Get Info

Rename

Compress “Document1”
Duplicate

Make Alias

Quick Look "Document1”
Share

Copy “Document1”

Clean Up Selection
Show View Options

Tags...
@ OO @ OO0

Services

=

ﬂ_ Documentl.docx

Share with users or groups ...

v Share link

Anyone with the link has access to the file/folder
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Password protect

Set expiration date
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Copy link
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Nextcloud Sharing

John wants to share folder 'test project’ with yau.
Click to accept or reject

Nextcloud Calendar
Tim invited you to a meeling.

Click to accept or reject

Nextcloud Comment
Jos mentianad you in a comment at 'migration plan'.
Click lo respond

Nextcloud
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New Share |nvite by Tim
Low quota warning

Customer.doc was edited by John
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Talk
Calendar
Todos
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More Apps

Settings...
Help
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Choose person ...

‘ g Test Conversatian

& Arthur Schiwor

u{“ |os Pocrivliet

Qlvier “aroz

g Weekly Marketing...

& Matthias Wcebben...

Roeland Douma

%

2ress Information...

a lan-C. Borchardt
g lan-C. Borchardt

Nextcloud Positic...

van Sein Santizgo

kubz, massimao, fr...

& You

& | have renamed t...
&7

&
&
& Andreas Rode, Oll...
&

M Q ™ &

4 minutes ago

& |
G Frank Karlitschek

Hi guys. This is a test conversation

_et's discuss what we da with this important and interesting document

o Bj6rn SchieBle

Hi Frank,

2 minuies ago

| think the document is already @ good starting point

@ Matthias Wochen

Hi Frank, | agree, let's start with it

& minule ago

Frank Karlitschek seconds ago

cloug.nextcloud.com/s/PXsz25-mKeYngss

& Frank Karlitschek

MNew message... —

Test Conversalion

| |1Snhare link

garticipants

Add participant

e Bjtrn SchielSle (moderator)

. |
& Frank Karlitschek (moderatar)
@ Matthias Wobben (mocerator)
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Download e
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Help
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This is a good starting paint.

Nextcloud
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Test Conversation

Leave call

| Share link

@ Chat &méc. pants

by —— .
@ Frank Karlitschek 5B minutes ago

Hi guys. This is a test ccnversation

Let's discuss what we do with this impertant and
interesting document

e Bjorn Schielsle 3 minutes ago

Hi Frank,

| think the document is already a geod starting paint

@ Matthizs Wobben a minute ago

Hi Frank, | agree, let's start with it,

h :
@ Frank Karlitschex Seconcs ago

cloud.nextcloud.com/s/PXsz255micYnad”s

& Frank Karlitschek
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Nextcloud Sharing

John wants to share folder 'test project’ with you.
Click to accept or reject

Nextcloud Calendar

Tim invited you to a meeting.
Click to accept or reject

Nextcloud Comment

Jos mentioned you in a comment at 'migration plan’.
Click to respond
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server settings 8

Files automated tagging

server info
Each rule group consists of one or more rules. A request matches a group if all rules evaluate to true. On uploading a file all defined groups are evaluated and when matching, the given collaborative tags are assigned

Sharing to the file,

taghig pictures - piceure m
External storages

File mime type (upload) ~ s v  imagef|pg L
Theming . .

User group membership - is member of h < testers v | Ll
Encryption ——

File mime type (upload) =~ is - image/png F
File access control ]

| File size (upload) d greater or equals - 10 MB o

Usage report Add rule

LogEINE
Add rule group
Additional settings

Tips & tricks .,

File retention

picture 10 days

Selecttag., | ¥ |

Days ' Create



Server settings

File access control

Server info Each rule group consists of one or more rules, A request matches a group if all rules evaluate to true. If a request matches at least one of the defined groups, the
request is blocked and the file content can not be read or written.
Sharing
Keep .docx internal
External storages | | -
User group membership - Is member of - testers N 8
Theming File mime type (upload) « s v  text/docx -
Encryption Request remote address ~ does not match IPvd v  192,168.1,1/32 &
File access control Add rule aive: el

Usage report
Add rule group
LoOgging

Additional settings

Tips & tricks
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[Nextcloud

KDE

+ Got involved in the late 90s

» Completely community driven

+ Everyone can contribute and commit

+ 100% Free Software

- Community decided about features and strategy
+ (Going Strong

- Dream of the year of the Linux Desktop

- Problems: Rotating Team Members

+ Dream of hiring people to work full time on free software
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[Nextcloud

ownCloud

+ Founded Iin January 2010 by Frank Karlitschek

- AGPL licensed

+ Open development process and community

+ Growing community of contributors

+ Growing community of users

* Releases of 1.0, 1.1, 1.2 and 2.0

» Quickly became the most popular open source FSS software
» First developer meetups

* First good press coverage

» First interest from bigger customers

+ Maybe we can do pay people to work full time on Free Software”?



[Nextcloud

Opportunity to found a company”

End of 2011
Got in contact with 2 people

+ CEO
+ Sales / Marketing
+ CTO
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[Nextcloud

ownCloud Inc.

+ Founded end of 2011

+ Based in Boston, USA

» Venture capital funded from day one

+ Optimised for aggressive growth and exit

»+ Win fast / fail fast

+ Key management and VCs unfamiliar with open source
» Some friends from KDE were sceptical
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[Nextcloud

Issues 2015 and 2016

- Bad alignment between management / investors and community
+ Sustainability and open vs. Quick money
- Tension between management and open source developers

+ Contributors unhappy and leaving the project
- Mismanagement
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[Nextcloud

Business model

- Dual Licensing
» Open Core / Enterprise edition
» Contributor License Agreement with transfer of code

ownership to company

Conflict between community interests and company interests

Open core is inherently unstable
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[Nextcloud

Product management

» Company required control over roadmap/feature planing
- Predictabllity
 Reject community features it enterprise feature exist
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Nextcloud

lNvestors

+ US based company
+ US customers
» EFSS market defined by Gartner
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[Nextcloud

Issues 2015 and 2016

- No happy community
- Not happy employees
- Not happy customers

| tried to fix it but failed

Bad alignment with Open Source Principles
Financial trouble




Issues 2015 and 2016

- Closed source software corr
- C

Ustomers and users lose t
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panies would have died
elr product

Opportunity to fork and fix mistakes
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[Nextcloud
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The Nextcloud fork
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Nextcloud

The Nextcloud fork

- May 2016
-12 core people left ownCloud
- Founded Nextcloud
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The Nextcloud Principles



Nextcloud

1. Sustainable / No external investment



Nextcloud

2. 100 % open source / free software



Nextcloud

3. No Contributor License Agreement



Nextcloud

4. Open Standards



Nextcloud

5. Federation / Decentralisation
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Nextcloud

6. Open Community processes



Nextcloud

/. Diversity
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The Open Source Business Mode|



What we offer

* Focus on big customers only
» Inspired by RedHat, SUSE and others

* Enterpri
* Support

+ Sec
+ Sca

» Brandir
» Prot

se subscriptions

urity consulting

api

ess|

ity consulting
g service
onal services
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[Nextcloud

Open Source for Enterprises

- No vendor lock-In

- The right to change and distribute inside or outside the enterprise
*+ Security

- Participating in the big contributor community

» Clear licenses

» |Insurance that the product exists and is developed



oo

Today and Tomorrow



oQo

Nextcloud

Today and Tomorrow

- More contributions then ever.

- Over 40 full time employees and growing
- Profitable

- No external investment

- Fast growing / Hiring

Nextcloud
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Nextcloud

Today and Tomorrow

- No contributor agreement

-100% free software / open source

- First release was out 2 week after the fork
- All PRs have the same priority

- Remove Community PR roadblock

- Even website is in git with community contributions

Nextcloud
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customer
- Slemens
- >100.000 users
SIEMENS - Compliance

- Esplonage protection
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Nextcloud

Customer

- TU Berlin + DEN
- 30.000 active users

Technische '
Universitat

Berlin

- Active development partnership

Nextcloud
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Nextcloud

Customer

- One of the top 5 mobile carriers
- 20M users

- Consumer market

- SMB market

- whitelabeling

Nextcloud
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Nextcloud
Ccustomer
% Informations - German government
;ee?]ml; Bund - All ministries and federal organisations

- 300.000 users

- Chosen because of legal requirements
- Want to stay independent

Nextcloud
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Nextcloud

Collaboration

File Sync and
Share

Fileserver
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Alternative to

: )
* Dropbox
* Google Suite
« (Office 365
\_ _/
but

~

f
 Self hosted

* 100% open source

.K Distributed / Federated

J

oQo

Nextcloud
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Questions?

Frank Karlitschek YW @fkarlitschek



